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1
Decision/action requested

It is proposed to add further details to 5G NAS Security. 
2
References

[1]
3GPP TS 33.401
[2]
3GPP TS 33.501
3
Rationale

This contribution proposes to adapt and include few concurrency handling rules from TS 33.401 [1] under clause 6.9.5 in TS 33.501 [2]. The justification for the re-use of the rules is given below in the table. Observe that the rules in TS 33.401 [1] are in general related to the synchronization of the AS and NAS security context and thus the proposal to include them under a separate subcause. The concurrency rules related to parallel NAS connections with the same AMF are completely new and specific to the 5GS. Therefore, it is proposed to include them in a separate clause as well.
	Rule from TS 33.401 [1]
	Included or not in TS 33.501 [2]
	Justification if needed

	MME shall not initiate any of the S1 procedures Initial Context Setup or UE Context Modification including a new KeNB towards a UE if a NAS Security Mode Command procedure is ongoing with the UE.
	Yes
	Same procedures for NAS security activation and AS key delivery in 5GS

	The MME shall not initiate a NAS Security Mode Command towards a UE if one of the S1 procedures Initial Context Setup or UE Context Modification including a new KeNB is ongoing with the UE.
	Yes
	Same procedures for NAS security activation and AS key delivery in 5GS

	When the UE has cryptographically protected radio bearers established and the MME has initiated a NAS SMC procedure in order to take a new KASME into use, the MME shall continue to include AS security context parameters based on the old KASME in the HANDOVER REQUEST or PATH SWITCH REQUEST ACKNOWLEDGE message, until the MME takes a KeNB derived from the new KASME into use by means of a UE Context Modification procedure.
	No
	This is no longer needed as described in clause 6.9.2.3. There are new mechanisms to indicate to the NG-RAN/UE during the handover procedures how to activate an AS key based on a new KAMF.

	When the UE has cryptographically protected radio bearers established and has received a NAS SMC message in order to take a new KASME into use, the UE shall continue to use AS security context parameters based on the old KASME in handover until the network indicates in an RRCConnectionReconfiguration procedure to take a KeNB derived from the new KASME into use.
	TBD
	TBD

	The source eNB shall reject an S1 UE Context Modification Request when the eNB has initiated, but not yet completed, an inter-eNB handover. When a RRCConnectionReconfiguration procedure triggered by a UE Context Modification is ongoing the source eNB shall wait for the completion of this procedure before initiating any further handover procedure.
	TBD
	TBD

	When the MME has initiated a NAS SMC procedure in order to take a new KASME into use and receives a request for an inter-MME handover or an inter-RAT handover from the serving eNB, the MME shall wait for the completion of the NAS SMC procedure before sending an S10 FORWARD RELOCATION message or initiating an inter-RAT handover.
	TBD
	TBD

	When the MME has initiated a UE Context Modification procedure in order to take a new KeNB into use and receives a request for an inter-MME handover from the serving eNB, the MME shall wait for the (successful or unsuccessful) completion of the UE Context Modification procedure before sending an S10 FORWARD RELOCATION message.
	TBD
	TBD

	When the MME has successfully performed a NAS SMC procedure taking a new KASME into use, but has not yet successfully performed a UE Context Modification procedure, which takes a KeNB derived from the new KASME into use, the MME shall include both the old KASME with the corresponding eKSI, NH, and NCC, and a full EPS NAS security context based on the new KASME in the S10 FORWARD RELOCATION message.
	TBD
	TBD

	When an MME receives a S10 FORWARD RELOCATION message including both the old KASME with the corresponding eKSI, NH, and NCC, and a full EPS NAS security context based on the new KASME the MME shall use the new KASME in NAS procedures, but shall continue to include AS security context parameters based on the old KASME in the HANDOVER REQUEST or PATH SWITCH REQUEST ACKNOWLEDGE message until the completion of a UE Context Modification procedure, which takes a KeNB derived from the new KASME into use.
	TBD
	TBD

	Once the source MME has sent an S10 FORWARD RELOCATION message to the target MME at an inter-MME handover, the source MME shall not send any downlink NAS messages to the UE until it is aware that the handover has either failed or has been cancelled.
	TBD
	TBD


4
Detailed proposal

It is proposed to approve this pCR to TS 33.501 [1]. 

*** BEGIN CHANGES ***
6.9.5
Rules on Concurrent Running of Security Procedures

Editor’s Note: The rules are referenced here only as far as the NAS layer is concerned. Work on this subclause needs to take into account TS 33.401, clause 7.2.10, steps 8 and 9. Note that forwarding an old KAMF unchanged defeats backward security. A possible solution, for phase 1 without stand-alone SEAF, is forwarding only one or more NH, NCC pairs based on the old KAMF as only these will be needed by the new AMF. This solution assumes that the new KAMF can be taken into use after only a few handovers.

6.9.5.x
Rules related to AS and NAS security context synchronization

Concurrent runs of security procedures may, in certain situations, lead to mismatches between security contexts in the network and the UE. In order to avoid such mismatches, the following rules shall be adhered to: 
1.
AMF shall not initiate any of the N2 procedures including a new key towards a UE if a NAS Security Mode Command procedure is ongoing with the UE.

2.
The AMF shall not initiate a NAS Security Mode Command towards a UE if one of the N2 procedures including a new key is ongoing with the UE.

6.9.5.y
Rules related to parallel NAS connections
Concurrent runs of security procedures in parallel over two different NAS connections when terminated in the same AMF can lead to race conditions and mismatches between the security contexts in the network and the UE. In order to avoid such mismatches, the following rules shall be followed:
1. The SEAF/AMF shall not initiate a primary authentication or NAS SMC procedure in case a primary authentication or a NAS SMC procedure is ongoing on a paralle NAS connection. Authentication procedures followed by NAS SMC procedures taking the new 5G security context into use, shall be performed on one NAS signalling connection at a time. 
**** End of Changes ****
